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Protect Yourself From Identity Theft (Part 2 of 2—"Hacker Attacks”)

From the Federal Trade Commis-
sion’s website:

“Identity
someone uses your personal infor-
mation such as your name, Social
Security number, credit card num-
ber or other identifying informa-
tion, without your permission, to
commit fraud or other crimes.

“Identity theft is a
crime. People whose identities have
been stolen can spend months or
years - and their hard-earned
money - cleaning up the mess
thieves have made of their good
name and credit record. In the
meantime, victims may lose job op-
portunities, be refused loans, educa-
tion, housing or cars, or even get
arrested for crimes they didn't com-
mit.”

theft occurs when

serious

The majority of computer based
identity theft occurs in two ways,
trickery and outright theft of per-
sonal information. What we’ll be
pointing out here is how thieves try
to collect personal information by
attacking your computer.

Personal information can be stolen
in several ways ranging from un-
scrupulous individuals rummaging
through garbage pails to the more
sophisticated hacker seeking com-
plex computer vulnerabilities from
halfway around the world. If you
use your computer for e-mail or to
browse the web, it is very difficult
to completely eliminate all risk. But
there are things you can do to re-
duce the possibility of your com-
puter providing personal informa-
tion to those who should not have
access to it.

Although most crimes are crimes of
opportunity, identity theft can come
about & a result of a lost credit

card. With just a little more effort,
Credit card or ATM receipts as well
as credit card offers received in the
mail can often be used to create an
alternate identity for criminals.

While these materials can be picked
from garbage reducing the prob-
ability that this can occur is as sim-
ple as shredding all personal docu-
ments before disposal.

On the high tech end, keeping per-
sonal information encrypted and/
or password protected is very im-
portant.

Passwords are and have been the
basis for security in computers for
many years. Key concepts to keep
in mind when using passwords are:
don’'t make the password easily
guessable; don’t write the password
down; and, change your password
periodically.  Always take these
password concepts seriously. Many
of us who use our computers for
personal business expose such vital
readily available information as
credit card and social security num-
bers.
your identity.

Criminals use them to steal

A stronger method of protection is
encryption. It is more difficult for
thieves mainly because it requires
special hardware and or software.

Hackers often try to get personal
information by randomly testing
Internet addresses for known vul-
nerabilities. For example, a home
computer without a “Firewall” or
router will often not be configured
with adequate security b prevent
unauthorized entry to your com-
puter. Absent specific hardware or
software to ward off attack, the
hacker can try various known vul-

nerabilities to get information from
the unsuspecting user.

Prevention is best accomplished by
implementing a “firewall” router to
block incoming attacks and make
sure you install all security up-
dates .

In summary, to avoid becoming a
victim of Identity Theft it is neces-
sary to be aware of current threats.
To address the threats, it is impor-
tant to be diligent about both imple-

menting technological measures
and following “safe-computing”
practices.

If you believe you have been a vic-
tim of identity theft, we recom-
mend you check with your bank for
fraudulent activity and alert the
Federal Bureau of Investigation’s
Internet Fraud Complaint Center. )

Our website contains
links on this topic.

For more information
about any of these topics or any
other computer/IT related issues,
call or email us at:

support@ultracomputing.com
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